CHFA-GC2-IHL--XXX
ANNEX C – FULL PROPOSAL
CYBER-HARDWARE FORENSICS & ASSURANCE EVALUATION PROGRAMME (CHFA) 
· A National Cybersecurity R&D Programme (NCR, NRF) funded initiative, hosted by Office of Research & Technology in Defence & Security (ORTDS, NTU)
All information is treated in confidence. The information is furnished to the Cyber-Hardware Forensics & Assurance Evaluation Programme with the understanding that it shall be used or disclosed for evaluation, reference and reporting purposes. 

	Proposal ID:
	CHFA-GC2-IHL-XXX            (Filled by Research Office)
	

	
	

	Proposal Title:

	XX (Bold, Font 12)
	
	

	Budget Requested (Excluding Indirect Costs): S$ XX
	


	Period of Support: 
XX years

	


	Host Institution:  
XXXX



	
Project Team Members *
(Please add/delete rows where necessary)

	Role
	Salutation + Name
	Designation 
	Department
	Institution
	% time committed

	PI
	
	
	
	
	

	Co-PI (1)
	
	
	
	
	

	Co-PI (2)
	
	
	
	
	

	Collaborator (1)
	
	
	
	
	

	Collaborator (2)
	
	
	
	
	

	Collaborator (3)
	
	
	
	
	


*  Please include a 2-page CV for PI and Co-PI(s). Kindly follow the CV format included in the ‘Submission Package’. 
* For proposal with Collaborator’s participation, a duly signed letter in support of the project endorsed by the management of the company/entity must be included with the submitted proposal. The collaborator must be a company/entity duly registered in Singapore or a Singapore government agency. The collaborator is not entitled to any project fund. 



	
Reviewers for your proposal
(List exactly 3)

	S/N
	Salutation + Name
	Institute, Country
	Email 
	Expertise

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	
	

	
	
	

	Chosen topic or theme (Check all that’s applicable):

	☐  Investigation of non-volatile memory for data interpretation 
☐  Data decryption for digital forensics
☐  Advanced image processing tools and software for 3D X-ray and CT based PCB images 
☐  Feasibility study on configuration read and forced write operations on efuses in microcontrollers and FPGA
☐  Automation of security evaluation against debug channel and bootloader vulnerabilities at the hardware level
☐  Study on vulnerabilities, through passive and active side-channel attacks, of commercial security building blocks
☐  Passive side-channel attacks for reverse engineering Neural Hardware Accelerators, including neuromorphic circuits
☐  Analysis on Singapore Cybersecurity Certification Flow for IoT devices
☐  Security attack analysis for Internet-of-Things (IoT) 
☐  Use of side channel to discover undocumented instructions in CPU
☐  Use of side channel by virtual machine to detect hypervisor and host machine configuration
☐  Others (Please specify):  Click or tap here to enter text.


	

	

	Proposal Type (Please select one):

	☐  R&D 
☐  Translational



Please do not exceed 10 pages for Section (1)-(3) in total (Calibri size 12; 1.15 line spacing).  
SECTION (1) 
Research Objectives: What are you trying to do and what will be the impact if the research is successful? Clearly state the problem to be addressed with neither jargon nor acronyms and explain why it is significant. 


SECTION (2)
Approach: (1) How is it done today, who are the leading researchers studying the problem, and what are the limitations of their current approaches? (2) What is your approach and how does it differ from what others are working on? Why do you think your proposal will be successful? (3) State project risks and foreseen challenges, and explain how you plan to manage them. 


SECTION (3) 

a. Project Schedule & Deliverables: List the project milestones and deliverables as indicators of project success in a Gantt chart, and depict the estimated progress against the timeline. 
b. Commercialization/Technology Translation: List at least one potential user of the Product/ Research Outcome when commercialized/translated. Describe how the Product/ Research Outcome will be applied/commercialized by the collaborators (if applicable).
c. Role of team members: What are the roles and contributions of the co-PIs and collaborators? Why are you and your team members particularly qualified to do this? Briefly describe the plans for interaction among the team member(s) and with collaborators in achieving the research objectives. 


SECTION (4) 

Proposed Budget: Please provide an estimated budget and a brief narrative in the “Description” column.
	Budget Category
	Description
	Budget(S$)

	A. Expenditure on Manpower (EOM)


	What are the types, amounts, and costs of labour required for this program? Link the labour allocations to the proposed technical milestones. 

	

	B. Expenditure on New Equipment
	What equipment and supplies are required to succeed? Explain why existing infrastructure is unsuitable or unavailable where new purchases are proposed. 

	

	C. Other Operating Expenses (OOE)
	What are the types, amounts and costs of other operating expenses (e.g. consumables and materials) required for this program? Link the operating expenses to the proposed milestones.


	

	D. Overseas Travel (OT)
	What is the overseas travel budget per headcount per year for international conferences and meetings with collaborators and/or industries? Explicitly link travel expenses to milestones.
	

	Total Direct Costs (S$):
	S$





SECTION (5)  

1. All grants currently held or being applied: Please provide the details (all fields are mandatory) for all currently held or applied grants by the PI and co-PIs listed in Section (1) (not required for collaborators). These include those supported by and/or applied to universities, other public funding agencies and foundations. Please indicate “N.A.” for any PI with currently no awarded grants or grants being applied for. Note that all PIs must be accounted for under this section. 

	S/N
	Grant Call ID/Project Number
	Grant Title and Title of Supported Project
	Funding Agency
	Status (Awarded/ Applied)

	Total Amount Awarded/ Applied for (S$)
	Funding Awarded to
	Years of Support
	Grant End Date    (dd/mm/yyyy)

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	



If any of the currently held grants above fund research topics related to the CHFA proposal, please include a one-page supplementary write-up as an Annex. The one-page supplementary write-up is to describe the research funded by these grants, and how the objective and research differ from that in the CHFA proposal.


2. All other resources: Please provide details on the funding or other resources (including post graduate students and equipment) to be provided by any participating industry/institute partner(s) for the applied grant.

	Type of Resource
	Funding Organisation
	Duration of Support (Years)
	Expiry Date (dd/mm/yyyy)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	







SECTION (6): 
Declaration by Grant Applicants and Endorsement by Research Office
In signing this grant application, the PI and Co-PI(s) UNDERTAKE, on any grant award to:
· Not send similar versions or part(s) of this proposal to other agencies for funding
· Be actively engaged in the execution of the research
· Comply with the provisions of any relevant laws of the republic of Singapore, statutes, regulations, by-laws, rules, guidelines and requirements applicable to it, as well as all applicable policies and procedures adopted by NRF as the same may be amended or varied from time to time; and
· Agree to hold primary responsibility for the responsible conduct of research, and shall abide and comply with the ethical, legal and professional standards relevant to research, in accordance to the research integrity policy of the Host Institution.

We declare that the facts stated in this application and the accompanying information are true. This is an original and latest version of the proposal. We also declare that no other versions of this proposal (or parts thereof) with similar objectives, scope, deliverables or outcomes have been or will be submitted to any other funding bodies.

	Name of Applicant
	Signature
	Date Signed

	Principal Investigator 
<Name of Applicant>

	



	

	Co-Principal Investigator (1)
<Name of Applicant>

	



	

	Co-Principal Investigator (2)
<Name of Applicant>

	



	


Please add rows if necessary.
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