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Insider Threat

Organizational threats, often originating from within, involve misuse of authorized access by current
or former employees, contractors, or vendors. Today, most data breaches result from deliberate or
iInadvertent actions by insiders.

This course explores various insider threats posed by employees, including their motivations

and potential harm to organizations due to their familiarity with company processes.
It also delves into strategies for defending against these threats and introduces methods for

detecting and profiling insiders.

SSG Funding support is available for this course:

e Fees before SSG funding and GST is S$2,000.00

» Singapore Citizens (S5Cs) and Permanent Residents,
(Up to 70% funding)

» SCs aged > 40 years old will enjoy the SkillsFuture
Mid-career Enhanced Subsidy, (Up to 90% funding)

Rebecca Ledingham:

Rebecca Ledingham is the global Vice President at Mastercard

responsible for cybersecurity Cyber Threat Intelligence, Cyber Capacity Training
and Building and Thought Leadership. Prior to joining MasterCard Rebecca
was a Cyber Agent at the INTERPOL Global Complex for Innovation (IGCI).

Pelumi Raji Bolaji:
Pelumi is a Specialist on Mastercard's Security Solutions team, developing

cybersecurity services and supporting cyber threat research. Prior to joining
Mastercard, Pelumi graduated from John Jay College of Criminal Justice with a

BA/MA in International Criminal Justice, focusing on Cyber and Financial Crimes.

Elizabeth Barrow :

Elizabeth Barrow is the Corporate Security Investigations Insider Threat Manager
at Mastercard and is responsible for managing the Global Insider Threat Program
and the Insider Threat Incident Response Team. She has previously worked in
analyst and management roles within Insider Threat for the Australian

Government Defence and Intelligence sectors.

Class Schedule:

24 August (Sat) — 31 August (Sat)
Live online sessions on two Saturdays (8:30 am - 10:30 am)

Live E-consultation on Wednesday (8:00pm - 9.00 pm)
Additional online learning resources provided for self-paced learning
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