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Public-Private Sector Partnerships

Central to the realm of cyber threat intelligence sharing and cooperation are Public-Private Partnerships
(PPPs). Understanding the platforms, mechanisms, and protocols supporting PPP, as well as embracing best
practices, is crucial for establishing neutral third-party environments to exchange intelligence regarding the
Tools, Tactics, and Procedures (TTPs) employed by cybercriminals.

This course aims to explain cybersecurity impacts due to the global trend in privatizing and outsourcing
critical infrastructure operations, as well as to introduce best practices and platforms, mechanisms and
protocols for supporting PPP, which is important for sharing intelligence about TTPs used by
cybercriminals.The course will feature guest lectures from 3 global public-private organisations.

SSG Funding support is available for this course:

e Fees before SSG funding and GST is $$2,000.00

» Singapore Citizens (SCs) and Permanent Residents,
(Up to 70% funding)

» SCs aged = 40 years old will enjoy the SkillsFuture
Mid-career Enhanced Subsidy, (Up to 90% funding)

Rebecca Ledingham:

Rebecca Ledingham is the global Vice President at Mastercard responsible for
cybersecurity Cyber Threat Intelligence, Cyber Capacity Training and Building
and Thought Leadership. Prior to joining MasterCard Rebecca was a Cyber
Agent at the INTERPOL Global Complex for Innovation (IGCI).

Rajeshpal Singh:

Rajeshpal Singh is the Director for Mastercard's Digital Trust Centre of Excellence
(APAC). In this role he drives partnerships with governments in trust related
themes such as cybersecurity, digital identity and anti-scam efforts.

Participants will have the opportunity to learn from distinguished individuals
through pre-recorded video lectures from the following organization.

e HealthlSAC
o ShadowServer

e Global Anti Scam Alliance

Class Schedule:

30 November (Sat) — 7 December (Sat)

Live online sessions on two Saturdays (8:30 am - 10:30 am)

Live E-consultation on Wednesday (8:00pm - 9.00 pm)

Additional online learning resources provided for self-paced learning
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