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Project Objectives:
The use of smartphones in our daily lives has increased immensely with the rapid development 

of technology. Nevertheless, our increasing reliance on smartphones for our day-to-day 

activities raises some security concerns. Today's smartphones are equipped with various 

devices like cameras, accelerometers, gyroscopes, and other sensors. Some applications we 

use have access to these devices without our knowledge. Side-channel attacks exploit this 

information to obtain sensitive information such as PIN codes. As the victims type their PIN 

codes, side channels may leak information such as the variation of light, the orientation of the 

phone, and even coordinates of their eyes and heads. Machine learning and deep learning 

techniques can be applied to either the sensor or camera data to retrieve PIN codes with good 

accuracy. In this project, we will process, analyze, and combine the various types of 

side-channel information to train a model that can retrieve PIN codes more accurately.

Different experiments and model training setups were utilized to determine whether a given 
digit exists in a pin code.. Experiments included feature selection, padding, clustering, etc. 

The baseline or random accuracy for digit is around 33%.Using different techniques, the 
accuracy is able to improve by over 20% foe every digit. Based on the literature analysis, the 
results obtained are conclusive and are of good standard. Future works will focus on using 
these results to retrieve the entire PIN code sequence.
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