=202 NANYANG School of Computer
TECHNOLOGICAL Science and Engineering
UNIVE RSITY College of Engineering

SINGAPORE

Privacy of Blockchain-enabled
Internet of Vehicles

Student: Tan Ke Xiang Supervisor: Dr Sourav Sen Gupta
Project Objectives: nformation: bl

This project aims to address the privacy concerns

In blockchain-based loV by providing on-demand

privacy guarantees. Privacy schemes were 2 2 2 g 2
designed to allow vehicular information to be
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written to the blockchain without specifically it

identifying each user. Additional schemes were

designed to provide mutual authentication and
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prevent malicious exploitation of the system.

These safeguards were then simulated in the
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traffic control and management scenario. (ﬁA? Q g

Features:

Tokenisation of vehicular details through the usage of cryptographic salts, the
Password-Based Key Derivation Function 2 (PBKDF2) function and the Fernet
symmetric encryption algorithm

Digital certification of the vehicles and RSUs, allowing messages between these
entities to be digitally signed and encrypted, providing data confidentiality, integrity
and authenticity

Token verification and mutual authentication between vehicles and RSUs using the
vehicle’'s one-time-use tokens
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