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Project Objectives:
This project aims to develop a hybrid implementation of the firmware over-the-air update 

process, incorporating both classical and post-quantum cryptography. Firmware over-the-air 

updates are an important feature in Internet of Things devices as it allows developers to 

incorporate new functionality as well as patch existing bugs. Emergence of quantum computing 

threatens the security of such updates and measures must be taken to ensure security.
Relationship between Payload Size and Time Taken

Importance of Post Quantum Cryptography:

Quantum computers can perform simultaneous 

manipulation and enormous quantum 

parallelism. It has been proven that a 

sufficiently powerful quantum computer can 

break numerous public key cryptography 

encryption schemes, putting multiple systems 

at risk [1]. Mosca’s Inequality [2] describes the 

point of time where the world must be quantum 

resistant.
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