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Project Objectives

The objective of this project is to demonstrate fuzzing using AFL++ on Linux programs for discovering
zero-day vulnerabilities. AFL++ will be used to generate crashes, which would point towards the
possibility of zero-day vulnerabilities being discovered. The plan is to triage the crashes and identify
the underlying vulnerability to create accurate bug reports for the program developers. This will help
the developers to mitigate the vulnerabilities and enhance the security of their program. The project

also demonstrate the effectiveness of fuzzing as a tool to improve the security of Linux programs.

Flowchart of FYP: AFL++ apply
various mutation strategies to input
seeds to create new test cases that
yield interesting crashes. Triaging
the cashes and mitigate found
vulnerability with developers. Found
vulnerability will be awarded CVE.
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AFL++ is an open-source fuzzer that can
deliver state-of-the-art fuzzing results. It is a
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grey box fuzzer that injects additional code
to instrument the target program and
gather feedback on its execution. By using
good-quality seeds and parallel fuzzing,
AFL++ can generate crashes within days,
which enables the discovery of new bugs
more quickly than conventional bug hunting

or software testing methods.
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heap-buffer-overflow in same_leader and utfc_ptr2len in

vim/vim

lid ) rted on Jan 19th

Description

Overflow in function same_leader at textformat.c

Buffer Overflow in function utfc_ptr2len at mbyte.c:

Vim Version

git log
commit f97a295ccaa9803367f3714cdefcede2283c771d (HEAD -> master,

VIM - Vi IMproved 9 , compiled Jan
git log

commit 47bba53bdb6d59057887149e2eeb2871803e547e (HEAD -> master,

[« — ]
Proof of Concept (same_leader)

im -u NONE -i NONE -n -m -X - -S ./POC1 -c :qa!

E RROR: AddressSanitizer: heap-buffer-overflow on address 0x621608015:
D of 1 at ©x62100001510d thread T@
#6 0x5579aa32a5f1 in same_leader
#1 ©x5579aa333a53 in format_lines
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JKCVE-2023-0433 Detail
MODIFIED

ability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to

Description

Heap-based Buffer Overflow in GitHub repository vimjvim prior to 9.0.1225
Severity IR
CVSS 3.x Severity and Metrics:
! NIST: NVD Base Score: |[FGH] Vector: CVSS:3.1/AV:L/AC:L/PRIN/UIR/S:UJC:H/I:H/AH
ﬂ CNA: huntr.dev Base Score: [[FGHI Vector: CVSS:3.0/AV:L/ACL/PRNJULR/S:U/C:H/I:H/AH

fe) heap-buffer-overflow in same_leader and utfc_ptr2len in vim / vim

heap-use-after-free in gf_odf_vvec_cfg_read_bs in gpac / gpac
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2 CVEs awarded for this FYP Project
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