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Project Objectives

The objective of this project is to demonstrate fuzzing using AFL++ on Linux programs for discovering

zero-day vulnerabilities. AFL++ will be used to generate crashes, which would point towards the

possibility of zero-day vulnerabilities being discovered. The plan is to triage the crashes and identify

the underlying vulnerability to create accurate bug reports for the program developers. This will help

the developers to mitigate the vulnerabilities and enhance the security of their program. The project

also demonstrate the effectiveness of fuzzing as a tool to improve the security of Linux programs.

Flowchart of FYP: AFL++ apply
various mutation strategies to input
seeds to create new test cases that
yield interesting crashes. Triaging
the cashes and mitigate found
vulnerability with developers. Found
vulnerability will be awarded CVE.

AFL++ is an open-source fuzzer that can
deliver state-of-the-art fuzzing results. It is a
grey box fuzzer that injects additional code
to instrument the target program and
gather feedback on its execution. By using
good-quality seeds and parallel fuzzing,
AFL++ can generate crashes within days,
which enables the discovery of new bugs
more quickly than conventional bug hunting
or software testing methods.

Bug Reporting on huntr.dev 2 CVEs awarded for this FYP Project
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