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Project Objectives:

We explore how we could eliminate the need for developers to include the selfdestruct
function in their Solidity smart contracts. While the selfdestruct function does have its
benefits like mitigating a malicious attack by destroying the vulnerable contract, the
selfdestruct function creates a new attack vector for attackers to take advantage of and
reduces the trust that users would have in the contract, as the owner could transfer out the
Ethers from the contract at any point of time. Based on the reasons identified by smart
contract developers for including the selfdestruct function, we fixate on the reason of
Limits of Permission. We create a tool — Limites, which detects issues with respect to a
Solidity function’s permission checks and concludes if the function is safe or not.

Introducing Limites: R
Limites is a Limits of Permission issues
detection tool for Solidity smart contracts. In
general, Limites does a static analysis on the

Solidity contract parsed through the tool and
determines if each function is safe based on
its limits of permission as well as other
conditions identified throughout the course of .
this project. (o ()
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Fiqure 2: Flowchart of Conditions in Limites

Output: Abstract C:\Users\user\Desktop\limites>node ./bin/limites limits ./test/unsafe_contracts/UnsafeSTAT.sol
Syntax Tree + STAT
- SAFE
- modifiers: ERC2@Detailed
- ERC28 function call: _mint

- SAFE balanceOf
- SAFE transfer
- modifiers: notFrozen
- SAFE transferFrom
- modifiers: notFrozen
- SAFE freezeAccount
- modifiers: onlyAdmin
‘ - SAFE unfreezeAccount
node.functionCalls contains - modi-Fier'\s: onlyAdmin

-~

node.isConstructor is true
node.isFallback is true OR
node.isReceiveEther is true OR
node.name is ERC20

EEEEE - SAFE lock
- modifiers: onlyAdmin
- SAFE transferiWithLock
- modifiers: onlyAdmin
- ERC2@ function call: _transfer
— - SAFE unlock
- modifiers: onlyAdmin
— - UNSAFE _lock
- UNSAFE _unlock
- UNSAFE _autoUnlock
- SAFE (%)

Fiqure 1: Software Architecture of Limites Fiqure 3: Limites in Action
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