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Graph Generation

Project Objectives:
In this study, our objective is to validate the effectiveness of 

provenance graphs in intrusion detection by generating and 

analysing benign and malicious user scenarios. Leveraging the 

CamFlow provenance capture system and the Flurry framework, 

we will simulate diverse intrusion scenarios and generate 

authentic provenance data. Our aim is to evaluate state-of-the-

art graph-based models for intrusion detection using 

performance assessment metrics such as classification 

accuracy, precision recall and f1-score. Through this 

investigation, we aim to contribute to the advancement of 

intrusion detection methodologies and enhance our 

understanding of provenance-based defense mechanisms.

Framework

As adapted from Flurry’s framework [1]
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