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With the increase in complexity of cyberattacks, traditional intrusion detection systems are struggling to identify
sophisticated threats such as zero-day attacks or Advanced Persistent Threats (APTs). Provenance graphs emerge as a
promising data source for modern intrusion detection by capturing comprehensive information on both malicious and
benign system activities. These graphs present complex dependencies and relationships in the form of a directed acyclic
graph that has potential for analysis using machine learning methods.

Recognising the potential of provenance graphs, this research implements Flurry, an end-to-end Framework built upon
CamFlow, to improve the generation and capture of provenance graphs for intrusion detection. Intrusion scenarios will be
designed then simulated on multiple security- sensitive applications across various operating systems. Extensive datasets
of provenance graphs were produced via dynamically executing various attacks on Fedora and Ubuntu, then used to train
and validate state-of-the-art graph-based models, to evaluate their effectiveness and accuracy. Specifically, a Graph
Convolution Network (GCN) was implemented to perform graph classifications on provenance graphs.

Project Objectives

Provenance is generally defined as a “record that describes
how entities, activities, and agents have influenced a piece of
data”. Specifically, in the context of intrusion detection,
Provenance describes the history or lineage of an object that
explicitly represents the dependency relationship between
the damaged files and the intrusion processes, rather than
the underlying system calls, to detect and analyse intrusions
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Results of a 3-layer GCN with Hidden Dimension 256

The effectiveness of GCN can be seen in performing graph
classification on provenance graphs datasets. The strong
performance of state-of-the-art graph models in anomaly
detection exemplifies the potential of provenance graphs as
an ideal data source for modern intrusion detection systems.
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