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Background:

Deep-Neural-Networks (DNNs) are fundamental to each phase of the digital twinning pipeline. However, 

the vulnerability of DNNs to adversarial examples have been well studied. While defenses exist to tackle 

them, they often incur large tradeoffs and encounter resource limitations. With the increasing use of 

DNNs in the digital twinning process for the Metaverse, solutions are required. 

Reliance of Digital twinning on DNNs and the underlying vulnerability:

Digital twinning can be

split into four phases

Adversarial attacks are 

inherent at very phase

Our Framework:

Project Objectives:

This paper introduces a framework that uses deep reinforcement learning (DRL) as an optimizer to 

reduce the tradeoffs and improve the feasibility of defenses for DNNs supporting the digital twinning 

process. This will ensure that the digital twinning pipeline is robust and able to support real-time usage. 
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